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BEFORE THE STATE OF CALIFORNIA ENERGY RESOURCES CONSERVATION 

AND DEVELOPMENT COMMISSION 

In the matter of, 

AB 1103 Nonresidential Building Energy Use 
Disclosure Program Rulemaking 

Docket No. 14-EUDP-01 

STAFF WORKSHOP 

RE:  AB 1103 Order Instituting an 
Informational Proceeding 

SOUTHERN CALIFORNIA EDISON COMPANY’S COMMENTS ON STAFF 
WORKSHOP ON AB 1103 OII 

I.

INTRODUCTION

Southern California Edison Company (SCE) welcomes the effort of the California 

Energy Commission (CEC or Energy Commission) to refine the regulations for the 

Nonresidential Building Energy Use Disclosure Program pursuant to Assembly Bill (AB) 1103, 

particularly with regard to the disclosure of tenant energy usage data to building owners.  SCE 

recognizes the value of building energy benchmarking in support of the State of California’s 

important climate policy, and looks forward to working with the CEC and other stakeholders to 

develop an approach that properly balances data security, confidentiality, customer needs, and 

energy savings.  SCE respectfully submits the comments below for consideration, and 

recommends that: 

Further consideration of the appropriate level and means of aggregation should be 

undertaken to ensure that any changes in the CEC’s regulations reasonably implement 

the requirement of AB 1103 that the utilities must upload all of the energy 
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consumption data for a building to the Energy Star Portfolio Manager in a manner 

that preserves the confidentiality of the customer. 

The CEC should seek to outreach to non-residential tenants, who are key stakeholders 

in the CEC workshops on these issues, to obtain input on these important 

confidentiality questions. 

Regulation changes should not weaken the ability of the utility to authenticate and 

validate that a request for customer data is legitimate. 

These recommendations are discussed in detail below. 

II.  DISCUSSION 

The CEC proposes changes to California Code of Regulations, Title 20, Division 2, 

Chapter 4, Article 9, Section 1684(b) regarding data release and reporting.  Specifically, the CEC 

proposes to remove the following provisions: 

“If a building has a utility or energy provider account for which the owner is not the 

customer of record, the utility or energy provider shall aggregate or use other means 

to reasonably protect the confidentiality of the customer;” and  

“A utility or energy provider may verify a request or ask for clarification before 

releasing data.”1

In place of those provisions, the CEC proposes to add the following to the regulations:

“Utilities and energy providers shall not require tenant consent to provide energy use 

data to the building owner or operator;” and  

“Where a building has multiple tenants, the utility shall upload the energy use data for 

the building, aggregated by electricity usage and/or fuel type into a virtual meter for 

each fuel type.”2

1 See CEC’s proposed revisions to Sections 1680-1685, attached to CEC’s Notice of Staff Workshop, dated 
February 20, 2015. 

2 Id.
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In SCE’s view, further consideration of the appropriate level and means of aggregation is 

warranted to ensure that the CEC’s regulations reasonably implement the requirement of AB 

1103 that the utilities must “upload all of the energy consumption data for a building to the 

Energy Star Portfolio Manager in a manner that preserves the confidentiality of the customer.”3

Moreover, regulation changes should not weaken the ability of the utility to authenticate and 

validate that a request for customer data is legitimate. 

A. Aggregation of energy usage data must preserve the confidentiality of the customer 

AB 1103 requires that “[u]pon written or secured electronic authorization of a 

nonresidential building owner or operator, on and after January 1, 2009, an electric or gas utility 

would be required to upload all of the energy consumption data for a building to the Energy Star 

Portfolio Manager in a manner that preserves the confidentiality of the customer.”4  Based on 

SCE’s long experience with its non-residential customers, we submit that business customers 

consider their energy usage information to be proprietary and business-sensitive data, the release 

of which can have negative implications for them in the marketplace.  They take these issues 

very seriously, as a result. 

If the CEC wishes to eliminate the requirement of customer consent, it must ensure that 

the requirement to disclose aggregated energy usage information is reasonably tailored to protect 

the confidential, proprietary and business sensitive information of the tenant. 

A requirement that the utility aggregate and disclose energy usage information 

irrespective of the number of tenants in a building will not be sufficient to preserve the 

confidential, proprietary and business-sensitive nature of the customer’s energy usage data.  A 

good example is a three-unit building, where only one unit is occupied and consuming energy.  

In this case, disclosing the “aggregated” usage information of the tenants is tantamount to 

3  Stats 2007 ch 533 § 2 (AB 1103). 
4 Id. [emphasis added]. 
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disclosing that tenant’s confidential, proprietary and business-sensitive information without that 

tenant’s consent.  Another example would be a building where you have one very large tenant 

and a few very small tenants.  In this case, disclosing the “aggregated” usage information of the 

tenants is, again, tantamount to disclosing the large tenant’s confidential, proprietary and 

business-sensitive information because the small tenants’ usage will be de minimus in 

comparison to the larger tenant. 

There is a recent study conducted by the Pacific Northwest National Laboratory (PNNL) 

titled Commercial Tenant Energy Usage Data Aggregation and Privacy.5  This study was 

completed in support of the Department of Energy’s (DOE’s) Energy Data Accelerator initiative 

and focused on aggregation and confidentiality in the context of non-residential customer usage 

data (i.e., it is not applicable to residential customers, who have privacy and confidentiality 

rights).  SCE is an active participant in this initiative.  The findings of the study suggest that an 

aggregation level of four (4) tenants may be adequate to protect confidentiality when one 

considers tenant turnover within the building.  This is in contrast to the CEC’s proposed 

approach as stated in Section 1684(b) that “there is no threshold for the number of meters that a 

building must have to be subjected to aggregation.” 

SCE urges that the CEC undertake a thorough examination of these confidentiality issues 

and consider the available studies before making changes that eliminate tenants’ consent rights 

and risk the disclosure of tenants’ confidential, proprietary and business-sensitive information.  

This effort should include more engagement with non-residential tenants, who are key 

stakeholders in the CEC workshops on these issues.  Therefore, SCE recommends that the CEC 

5 See O.V. Livingston et al, Commercial Tenant Energy Usage Data Aggregation and Privacy, Pacific 
Northwest National Laboratory, U.S. Department of Energy, October 2014, available at
http://www.pnnl.gov/main/publications/external/technical_reports/PNNL-23786.pdf [as of March 3, 
2015].  A copy of PNNL’s report is attached hereto as Appendix A, and is incorporated herein by 
reference.
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attempt to outreach to this important stakeholder segment to obtain input on these important 

confidentiality questions. 

B. Aggregation of energy usage data must preserve the confidentiality of the customer 

The proposed removal of the current regulation language specifying that “[a] utility or 

energy provider may verify a request or ask for clarification before releasing data” could imply 

that utilities would no longer be able to authenticate and validate that a request for customer data 

is legitimate.  If so, this change would pose an overall data security threat as it would seemingly 

allow any Portfolio Manager user who is connected to SCE’s ABWS to obtain the energy usage 

data for any other non-residential customer in SCE’s service territory via a meter number, even if 

that customer is not a tenant of the building owner.  This data security weakness could be 

exploited not only manually by individuals but in an automated fashion where large amounts of 

customer energy usage data could be obtained quickly and systematically. 

A change in the CEC’s regulation should not prohibit the utilities from using an 

authentication process when it comes to releasing energy usage data for a specified meter to a 

third party.  As noted in recent report to the President of the United States by the President’s 

Council of Advisors on Science and Technology, poor cybersecurity is a threat to confidential 

information, which can be breached by failure to enforce confidentiality of data, by failure of 

identity and authentication processes, or by more complex scenarios such as those compromising 

availability.6   Therefore, it is critical that an authentication process remain in place in order to 

prevent potential attacks. 

Moreover, the CEC’s proposed addition to Section 1684(b) stating that, “[w]here a 

building has multiple tenants, the utility shall upload the energy use data for the building, 

6 See Executive Office of the President, President’s Council of Advisors on Science and Technology, 
Report to the President, Big Data and Privacy: A Technological Perspective, May 2014, available at 
http://www.whitehouse.gov/sites/default/files/microsites/ostp/PCAST/pcast_big_data_and_privacy_-
_may_2014.pdf [as of March 3, 2015].
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aggregated by electricity usage and/or fuel type into a virtual meter for each fuel type” is also 

problematic because SCE does not have building-level information in its billing system that 

identifies all accounts serving a building.  SCE’s billing system is built at the meter level and not 

at the building level, which is typical of utility billing systems.  It is up to the building owner that 

is using Portfolio Manager’s Automated Benchmarking Web Services to input all of the utility 

accounts or meter numbers necessary to capture the entire building’s energy usage for 12 

months.  The utility’s role is to provide up to 12-months of energy usage data for the specified 

utility accounts only, provided all confidentiality requirements are met.  Therefore, SCE would 

not be able to provide aggregate energy usage data unless the building owner inputs the 

necessary meter information via Portfolio Manager.   

III. 

CONCLUSION

SCE appreciates the opportunity to participate in the Staff’s workshop on February 20, 

2015 and the opportunity to provide comments on the CEC’s proposed changes to Section 

1684(b) regarding data release and reporting requirements.  SCE looks forward to continuing to 

work with the CEC, the other utilities, and other interested stakeholders on this effort to ensure 

compliance with existing statutes and regulations on confidentiality while at the same time 

achieving the CEC’s objective of meaningful benchmarking of the energy usage of buildings in 

California.
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Respectfully submitted, 

JANET S. COMBS 
JANE LEE COLE 

/s/ Jane Lee Cole 
By: Jane Lee Cole 

Attorneys for 
SOUTHERN CALIFORNIA EDISON COMPANY 

2244 Walnut Grove Avenue 
Post Office Box 800 
Rosemead, California  91770 
Telephone: (626) 302-3860 
Facsimile: (626) 302-7740 
E-mail:  Jane.Lee.Cole@sce.com  

March 6, 2015 
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Pacific Northwest National Laboratory (PNNL) Report on  

Commercial Tenant Energy Usage Data Aggregation and Privacy




























































































