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IoT devices can be weaponized

• Mirai botnet exploited IoT devices in smarthomes

3



IoT devices can leak sensitive information

•Cleartext
e.g., medical devices

•Encrypted
side channel attacks
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Key requirements
Should support authentication

Don’t use predictable cookie-cutter passwords

Should use secure communications
TLS/PKI

Should be patchable
Vulnerabilities/exploits are inevitable
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Nutrition Labels
Help consumers understand

security practices  
data collection

8https://www.iotsecurityprivacy.org/generate
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