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What
How



loT devices can be weaponized

* Mirai botnet exploited loT devices in smarthomes
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loT devices can leak sensitive information
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Why

How



Key requirements

Should support authentication
Don’t use predictable cookie-cutter passwords

Should use secure communications
TLS/PKI

Should be patchable
Vulnerabilities/exploits are inevitable
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Nutrition Labels Security & Pivacy Overview P
Smart Device Co.

Smart Video Doorbell NS200
Firmware version: 2.5.1 - updated on: 11/12/2020

Help consumers understand |mesimeicre.
E Security updates  Automatic - Available until at least 1/1/2022

security practices T
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Data  Datastored on device | Kertiied No device storage
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Privacy policy www.NS200.smartdeviceco.com/policy
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Detailed Security & Privacy Label: .

www.iotsecurityprivacy.org/labels \ 5
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CMU lot Security and Privacy Label CISPL1.0 iotsecurtyprivacy.org @

https://www.iotsecurityprivacy.org/generate
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