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STATE OF CALIFORNIA — NATURAL RESOURCES AGENCY EDMUND G. BROWN JR., Governor

CALIFORNIA ENERGY COMMISSION

1516 NINTH STREET
SACRAMENTO, CA 95814-5512
www.energy.ca.gov

The Energy Commission is currently soliciting ideas and stakeholder input for the 2018 — 2020
EPIC Triennial Investment Plan. For those that would like to submit an idea for consideration in
the 2018-2020 EPIC Triennial Plan, we ask that you complete the form below. Submittals are
due by 5:00 p.m. on February 10, 2017.

Part 1. Initiative Description and Purpose:
1. Please provide a brief description of the proposed initiative:

The US energy sector is vulnerable to multiple hazards including both natural disasters
and malicious attacks from an intelligent adversary. The question that utility owners,
operators and regulators face is how to prioritize their investments to mitigate the risks
from a hazard that can have the most impact on the asset of interest. In order to be able to
understand their risk landscape and develop a prioritized mitigation strategy, they must
guantify risk in a consistent way across all hazards their asset is facing. Without being
able to quantitatively measure risk, it is not possible to defensibly prioritize security
investments or evaluate trade-offs between security and functionality. Development of a
methodology that will consistently measure and quantify risk across different hazards is
needed.

2. What technical and/or market barriers would the proposed initiative help overcome? For scientific
analysis and tools, what knowledge gaps would the proposed initiative help fill?

The proposed initiative will allow for a risk informed strategic planning for a more resilient
energy critical infrastructure. Currently, there is no methodology that allows for quantifying
risk across different hazards. Specifically, a major gap in making the energy sector more
resilient is the ability to quantify cyber risk. This initiative would help bridge that gap, as
cyber risk is one of the hazards the energy sector is exposed to.
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Part 2. Benefits and Impacts
3. If this initiative is successful, either fully or partially, what would be the expected impact?

Who are the primary users and/or beneficiaries?

This initiative would inform strategic investemnts in making the energy sector more

secure. It would allow for prioritization across hazards and across different assets within
the energy sector. Methodologies developed under this initiative would be used by utility
owners, operators and regulators. Additional, government agencies charged with Critical

Infrastructure security can be potential users.

4. Describe what quantitative or qualitative metrics or indicators would be used to evaluate
the impacts of the proposed initiative:

Methodology developed under this initiative would inform strategic decisions and provide
cost benefit analysis tools for future investments in the power grid. Depending on what
investments are made, different metrics can be used to evaluate impact can be used,
such as number of failures, number of successful attacks and reliability compared to

historical data.

LLNL-TR-723419



5. Please provide a list of peer-reviewed references that support the responses for questions 3
and 4. Proposed initiatives that include peer-reviewed references will be given stronger
consideration.

6. (For technologies only) What competitive advantages does the proposed technology
solution have over current benchmark technologies? If the technology is beyond the
prototype stage, what strategies do you suggest to bring to scale?
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Part 3. Connection to Energy Commission’s EPIC Framework

Energy Commission staff have developed a draft strategic framework to guide the CEC's
planning and implementation of EPIC across triennial investment cycles. One of the objectives
of the draft strategic framework is to communicate a consistent set of priorities for organizing
current and future EPIC investments.

7. Please indicate which of the following strategic framework themes you feel the proposed
initiative best fits within:

Advance Technology Solutions for Deep Energy Savings in Building and Facilities
Accelerate Widespread Customer Adoption of Distributed Energy Resources
Increase System Flexibility from Low-Carbon Resources

Increase the Cost-Competiveness of Renewable Generation

Create a Statewide Ecosystem for Incubating New Energy Innovations
Maximize Synergies in the Water-Energy-Food Nexus

Develop Tools and Analysis to Inform Energy Policy and Planning Decisions
Catalyze Clean Energy Investments in California’s Underrepresented and
Disadvantaged Communities

If Other, Please Specify
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