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3760 Convoy Street, #230
San Diego CA 92111

December10, 2021

CaliforniaEnergy Commission

Re: Docket No. 19-AB-2127

1516 Ninth Street

Sacramento, California 95814-5512

Submitted to on-line portal:
https://efiling.energy.ca.gov/EComment/EComment.aspx?docketnumber=19-AB-2127

Re: Commentson ISO 15118 Charger Communication and Interoperability Workshop on Nov 10, 2021,
and the Accompanying Staff Proposal

I am founder of Kitu Systems, with more than 40 years’ experience in the implementation of
communication systems and forthe last 12 years specifically related to energy. Kitu Systems designs and
supplies both energy related products and service based upon open Smart Grid standards and has
participatedin the development of these related standards.

At the CEC Workshop on November 10, 2021, | raised aquestion regarding a CyberSecurity issue related
to the EVSE and the use of ISO 15118. This concernwas initially raised when the standard was reviewed
and rejected as a Smart Grid Standard forinclusioninthe NISTSGIP Catalog of Smart Grid Standards®in
2010 and more recentlyinthe CPUCVGI Communications Protocol Work Group?in 2017.

CyberSecurityis one of the most importantissuesin society today and there are already articles posted
on the interneton how to hack V2G capable electricvehicles®. If these issues are not addressed at
conception, they are difficult and very costly to rectify after they have been exploited, in addition to the
substantial loss and damage caused to multiple stakeholders by both domesticand foreign cyber-
attacks. Both Presidents Obama and Biden have issued Executive orders on cybersecurity.?

! https://www.nist.gov/programs-projects/smart-grid-national-coordination/standards-information-resources-
nist-and-sgip

2 https://www.cpuc.ca.gov/-/media/cpuc-website/files/legacyfiles/d/6442456402-deliverable-1-cpuc-draft-
08062017.docx

3 https://www.slideshare.net/SbastienDudek/article-on-v2g-hacking-v2g-injector-whispering-to-cars-and-charging-
stations-through-the-powerline

4 https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/executive-order-improving-critical-
infrastructure-cybersecurity and Executive Order on Improvingthe Nation's Cybersecurity | The White House
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The following sections explain the cybersecurity threatin the context of paymentand Vehicle-Grid-
integration (VGI) for ElectricVehicle Supply Equipment (EVSE or EV charging stations) and recommends
a process for the CEC to move forward urgently on this topicincluding requiring industry standards for
cybersecurity.

The CyberSecurityissue relates to the use of a non-Internet compliant based Protocol (1SO-15118) that
isused betweenthe EV and the EVSE. Since the Energy Independence and Security Act of 2007> US
Utilities have been tasked with the development of Internet based standards such as Smart Energy
Profile 2(SEP2) now known as IEEE 2030.5 whichreplaced Smart Energy Profile 1(SEP1). In addition,
security for payment systemsrelies on Internet based systems and compliance. The reasonis that the
investmentinthe Internetandits underlying standards have evolved quickly to combat new attacks.

The particular cyber security issue thatis of great concern and should be urgently addressed before
adoption of the proposed system architecture is known as Man-in-the-Middle (MitM) attacks:

A secure transaction between two parties should not be understood by a third party who may
take the opportunity to exploitthe information to either cause harm or loss to one of the two
partiesinthe legitimate transaction.

The third party is known asthe MitM. We have all been targets of MitM attacks with examples such as
receiving emails masquerading as a financial institution or service illegitimately directing their target to
clickalinkto change a password. If the target follows the link, the MitM has now obtained the target’s
credentials and can use these credentials to cause great harm to theirtarget. Thisis the most exploited
fraud that everyone meets every day, but MitM attacks come in many forms such as the Target Point-
Of-Sale credit card system MitM attack in 2013 which netted the attackers 110M Credit card numbers
and more recently the Solarwinds software upgrade attack that hit both governmentand major private
companies who are still trying to determine what was stolen or compromised.® Neither of these were
discovered until after substantial dataand financial loss.

There are many pathwaysinan EV system for paymentand VGI signals and if the communication just
involves 2 parties, MitMthreats do not exist. E.g., EVSP to EVSE.

However, if two different protocols are used then the EVSE can be a host for a MitM attack when it
involvestwo other parties such as when the EV communicates to a paymentclearing house orto the
Grid, the EVSE has access to the paymentinformation or Grid controls. If malicious code can be inserted
by the original manufacturer, the software developer, the EVSE installer, maintenance person or other
party that gains accesses to the EVSE via physical access, oran intentional or unintentional back door,
thenthisisa MitM attack. This is because the secured communications protocol fromthe EV to EVSE
must be decrypted by the EVSE and then re-encrypted into another protocol to communicate with the
payment system or Grid control. This gives the EVSE access to data-in-the-clearthat can compromise the
system.

5 https://www.congress.gov/110/plaws/publ140/PLAW-110publ140.pdf
6 https://www.youtube.com/watch?v=RxGl-14VxLO
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Is the cybersecurity threat solved by a security module in the EVSE?

The purpose of the security module is to encrypt the datadownstreamtothe EV or upstream to the
paymentsystem or grid control. This protects the data onthe communication path usingencryption but

does not protect the data inside the EVSE. Specifically, the introduction of asecurity module isacyber
security risk especially if notinitially used, can be leveraged by hackers in the supply chain’.

How does the cyber attacker get access to the unencrypted information, and can it be prevented?

Thisis by no meansa complete list but here are examples of methods that hackers use and what can be

doneto preventthese inatwo-protocol system.

Hacker Method Detection Remedy Comments
RF Scan the None Metal shield Minor-costImpact
insecured data
externally

Physically open
EVSE and wire to
control board

Infected upgrade
images

Unused board
components

Find open
communication
port to plant
malicious code
Insert malicious
code during
development

Insert Malicious
code during
manufacturing

Insert Malicious
code in the supply
or installation
phase

Open Dooralarmand
intrusion detection

Use signed images
Virus check images
before deployment
Nearlyimpossibleto
detect, until breached

Penetration Testing
for open ports/back
doors/systemcrashes

Very hardto detect

Very hardto detect

Near impossibleto
detect for field
upgrades

Resin Pot the assembly to
prevent hot-wiring and

use a Secure Processor.

Take the EVSE out of serviceon
door open until physically
inspected.

Development and Operational
quality standards

Do not installunused
components

3-month Penetration Testing
regiment

Rigorous Process and
Procedures

NIST SP 800-151
SoC-2 Type 2

NIST SP 800-53
Rigorous Process and
Procedures

NIST SP 800-151
SoC-2 Type 2

NIST SP 800-53
Rigorous Process and
Procedures

NIST SP 800-151
SoC-2 Type 2

NIST SP 800-53

Door Alarmcan be by-passed.
High-costImpact and may not
solvethe dataintransitonly
data atrest.

Unitis not longer repairable.

Hard to enforce, especially
field upgrades

Hard to enforce

High-costimpact

Hard to enforce, especially for
offshore development

Hard to enforce, especially for
offshore manufacturing

Hard to enforce, as there are
many potential actorsinthe
supplyandinstallation chain

7 https://www.bloomberg.com/news /features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-

america-s-top-companies
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Overall, itis very difficult, costly and a continual process of catch-up to ensure thatan EVSE can be
designed and made secure as proposed, especially as the hackers see the challenge and continually
discover weaknesses to exploit.

Where two protocols are required to be used in a three-party system, this transaction can be done more
effectivelyinthe cloud asthe system can be physically secured, and extralayers of costly security can be
provided. Even so, Cloud systems are still vulnerable as every week, breaches of security are reported by
majorinstitutions.

How is this solved in similarsituations?

The established and proven method for solving this problemis known as end-to-end authentication
authorizationand encryption, whichis supported by standards-based Internet protocols. There is
information that should be passed through the EVSE as encrypted data. For example, if the EV wants to
send some information tothe paymentorgrid, then the two parties authenticate each other, authorize
the exchange, and encryptthe information known as the payload. Attached to the payloadisthe routing
information and otherinformation such as the source and destination address. The EV then sends this
information known as a packet to the EVSE. The EVSE reads the destination address and knows to
forward the packet, whichis known as bridging, switching, or routingand in this case it's the payment
systemor grid. Evenif there is some malicious code in the EVSE the payloadis encrypted andit does not
have the security keys to decrypt the information, therefore totally eliminating the MitM. Thisis the
safestand established method for handling this type of situation.

What are the consequences of a cybersecurity attack on the grid, the EV or the payment system?

Cybersecurity is not only aconsumer payment fraud issue, but a potential safety issueforthe grid and
the EV. Examples of threatsinclude:

1. Destabilizingthe gridand potentially causing major damage to infrastructure by taking control of a
large number of chargers or a few high-power chargers and turningthemall on or off at once, or if
V2G capable, instructing alarge number of EVs to discharge powerall atonce.

2. Destabilizingthe grid by EVSEs requesting alot of powerwhenitis not actually needed, bringing too
much load, or in the case of V2G, generationtoa grid area.

3. Overexercise EV batteries, causing battery damage, and creating afire hazard.

4. Force EVSE out of service ordisable the EV by discharging the battery, forexamplealongamajor
highway. This could be a biggerthreat once most transportation transitions to electricand could
even be usedin conjunction with shutting off charging operations duringemergency response
eventsetc.

5. Identitythreats and fraud by compromising charging accounts to steal electricity, identity theft, or
paymentinformation.

Since most EVSEs are unmonitored and accessible by the publicand hackers, malicious code could be
presentfor months or years before beingdiscovered. Cloud based aggregators/serverfarmsspend a
lot of money on physical and cybersecurity including frequent penetration testing and constant auditing.
While this solutionisfeasible forafew serverfarms, itis prohibitively expensive for millions of EVSE.



We strongly recommend that any charging station regulation or funding program by the CEC include
requirements forend-to-end system cybersecurity to protect against malicious code, malicious chips
and othercybersecurity threats. Specifically, the CECshould require any two-party or three-party
architecture to meet:

NISTSP-800-161 8

NISTSP-800-53

NISTIR 7628 Revision 1paragraph 6.5.1 http://dx.doi.org/10.6028/NIST.IR.7628r1
Payment Systems Industry Standards®

Any federal executive orders.°

LANESIE S S

Further we recommend that the CEC should bringin EVSE cybersecurity experts foraworkshop and also
conduct a systemiccybersecurity review. Specifically, California utilities, EPRI and various private
consultants are experts on thistopic. EPRI, for example, has a DOE contract on this subject for EVSEs
and works with NIST on cybersecurity standards. Utilities such as SCE have or are developing safety and
cybersecurity plans for EVSEs. The CEC needs a much deeperreview before implementingits proposed
workplanon1SO 15118, especiallytoaddressthe cybersecurity risks for both payment and VGl systems.
Cybersecurity should not be an afterthought. Systems must be designed atthe startto be physically and
cybersecure. Inthe publicworkshop on Nov 10, when these standards and the cybersecurity risk was
raisedin publiccomments, at least one expert panelist (Cliff Fietzek at InCharge) agreed that MitMis an
issue but only offered a partial remedy using penetration testing.

We greatly appreciate the opportunity to provide feedback on these Workshop and Draft Cybersecurity
requirements and thank you for consideration of our comments. Do not hesitate to contact
mbourton@kitu.io if you have any questions.

Bestregards,

Mike Bourton

Founder, Kitu Systems

8 The National Institute of Standards and Technology (NIST), part of the US Department of Commerce, was directed
to improve cybersecurity for critical infrastructure by a Presidential Executive Order. See here for more
information https://www.nist.gov/cyberframework/frequently-asked-questions/framework-basics.

3 PCl standards for chip and contactless readers for credit, debit and cash cards or mobile phones are required by
the CARB EVSE payment regulation (per SB 454). For example PCI DSS level 1 standard or PCl standards used by
Google, Apple and Samsung payment systems.

10 The Executive orders from Presidents Obama and Biden referenced earlier and any future orders.
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